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Attached is Audits and Investigations' (A&I) final audit report covering the control functions of 
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Summary 

Background 

Audits and Investigations (A&I) has completed the CAL-Card 
Approving Officials (AOs) audit The purpose of the audit was to 
determine if ADs are complying with CAL-Card Administrative 
policies and procedures. 

The audit focused on C~Card AOs' responsibilities according to 
the Department's CAL-Card Handbook and procedural updates. 
Our audit disclosed that ADs ate not complying with CAL..card 
Administrative policies and procedures in the fullowing areas: 

• 	 Weaknesses over Statement ofAccount (SOA) Packages. 
• 	 SOA Packages Not Retained. 
• 	 Weaknesses Over CAL-Card Approving Officia1 Status. 
• 	 Weakness over Mandatory CAL-Card Training. 
• 	 Conflict of Interest Statement Fonns Are Not Completed and 

Retained. 

The Department of General Services (DOS) developed the 
CAL-Card program to improve the efficiency of small purchases 
made by State departments. The CAL-Card program allows 
departments to use VISA cards to streamline the prOC\JI'ement 
process and improve timely delivexy of products and services. 
DOS developed policies and procedures for State agencies to 
follow when purchasing through the CAL-Card program. 

The Department utilizes the CAL-Card program to purchase small 
dollar and high volume repetitive items. The Department 
developed the CAL-Ca,rd HandbOOk to cosme compliance with 
OOS policies and procedures. Division of Procurement and 
Contracts (DPAC) is responsible fol' the administration of the 
CAL-Card program. DPAC appoints a CAL-Card Coordinator to 
serve as the contact throughout the Department to assist 
Cardholders (CHs) and AOs with CAL-Card policies and 
procedlll'eS. Division of Accounting (DofA), Office of External 
Accounts Payable (OEAP), oversees the VISA Payments Unit 
which pI'9CeSSes CAL-Card payments. 

To assist DPAC and OEAP~ the Purchase Card Accounting and 
Requisition System (PCARS) was implemented in MarCh 2000. 
PCARS helps simplify the high volume of C~Card payments by 
reducing paperwork and processing time for CAL-Card purchases 
each month. In addition, PCARS was designed to produce several 
ad hoc reports with inf9nnation about CAL-Card purchases made 
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Objectiv~, 

Scope. and 
Methodology 

by CHs. PCARS also allows the users to electronically process a 
Purchase Requisition. This system bas been implemented in all 12 
Districts and Headquarters, with the exception of the Equipment 
Shops. The OEAP, Division of Equipment, and Headquarters 
Information Technology are working on a program to inc()Jporate 
the Equipment Shop Clls into the PCARS system. In the 
meantime, the Equipment Shop AOs submit their CHs' CAL--Car4 
purchase documents to the VISA Payment Section for payment 
processing. 

The Department had approximately 1,750 CHs that purchased over 
$35 million in small goods and services in Fiscal Year 2004-05. 
There are about 550 AOs, who are responsible for reviewing their 
Clls' SOA packages to verify that all required documents are 
attached, approvals were obtaine4, costs were economical for the 
Department, and· purchases comply with Department policies and 
procedures. In addition, AOs are responsible for ensuring that 
copies of CHs' SOA packages with all supporting documents are 
centrally med in the district/division. Most card limits are set·81 
$5,000 per transaction and $50,000 per month. However, 
management has some cards with a limit of$25,000 per transaction 
$d $250,000 per month for emergencies. The bank offers rebates 
for timely payment ofVISA transactions. 

The scope of the audit was limited to the control functions of 
CAL-Card ADs to detennine ifAOs are complying with CAL-Cani 
administrative policies and procedures. 

The audit was performed in accordance with the International 
Standards for the Professional Practice of Internal Auditing. The 
objectives of the audit were to detennine whether: 

• 	 AOs are perfonning their duties according to the CAL-Card 
Handbook. 

• 	 CAL-Card transactions comply with the CAL-Card HandbOok 
and State and Department policies and procedures. 

• 	 SOA packages have all required supporting documentation. 
• 	 SOA packages are reviewett approved, and submitted to the 

DofA timely by the ADs. 
• 	 AOs are ensurins that each CH's SOA packages are retained at 

their division/district for five years. 
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Conclusion 

This audit encompassed various departments, divisions. and 
programs within Districts 1, J0, and 22. Our audit included tests as 
we considered necessary to achieve the above audit objectives, and 
included SOA packages dated between July 2004 and June 2005. 
During the course of our audit, we identified significant control 
deficiencies for CAL-Card purchases processed through AOs in 
District 1. This resulted in expanded audit field work that was 
completed June 13, 2007. A separate Agdit Report, P420()..()4(), 
specific to District 1 findings was issued on March J8, 2008. This 
additional audit field work continued to substantiate the conclusion 
reached in this report and identified additional CAL-Card -internal 
control weaknesses. 

It should be noted that subsequent to the audit being perfonned, a 
revised CAL-Card Handbook was issued in September 2007. As 
such,. this report will reference criteria that was applicable during 
the audit period as well as the revised criteria. 

Our audit disclosed that CAL-Card ADs are not consistently 
complying with CAL-Card administrative policies and procedures. 
The following issues were noted: 

• 	 Weaknesses over SOA Packages. 
• 	 SOA Packages Not Retained. 
• 	 Wea.knesses over CAL-Card Approving Official Status. 
• 	 Weakness OVel Mandatory CAL-Card Training. 
• 	 Conflict of Interest Statement Forms Are Not Completed and 

Retained. 

In addition, the expanded field work identified the following issues: 

• 	 ExCessive Prices Paid for CaI-Card Transactions with Florida
Based Companies. 

• 	 Inventory Control Deficiencies - Merchandise Purchased with 
Florida~Based Companies. 

• 	 Violations ofCAL-CmlPolicy. 

For more details, please refer to our audit report P4200-040, dated 
March 18» 2008. 

The Department should address the deficiencies outlined above and in 
more specific detail in the Findings and Recommendations section of 
this report. 
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Views of 
Responsible 
Officials 

We requested and received a response from the Division Chief of 
DPAC. This official bas, in general, concurred with the findings and 
recommendations. Please see Attachment for the complete response. 

Original Signed By 

GERALD A. LONG 

Deputy Director 

Audits.nd IDvestigations 


Deeember22, ZOOS 

JUDe 13,2007 

(Last Dates ofAudit Field Work) 


4 


http:Audits.nd


FINDINGS AND RECOMMENDATIONS 

Finding 1 Approving Officials (AOs) are not properly reviewing and approving 
Weaknesses over Statement ofAccount (SOA) packages. Our.review of78 cardholders' 
Statement of (CHs) files of SOA packages for the 2004-05 fiscal year revealed the 
Aeeount Packages following: 

• 	 Purchase Requests (PR) were Dot approved prior to the purchase 
in 86 percent (67 of78) of the CHs' files. 

• 	 Signatures were tnissing on the SOAs and/or PR forms in 
27 percent (21 o(78) ofthe CHs' files. . 

• 	 41 percent (32 of 78) of the CHs' files lacked supporting 
documentation, such as detailed invoices. IT approvals, PR forms, 
and training request forms. 

• 	 38 percent (30 of78) of the CHs made prohibited purchases. such 
as split purchases, split equipment rentals, prepaid rental t prepaid 
service agreements, prepaid training classes, prepaid wireless 
service, and a $65,000 payment to a third party for services 
provided by a Department contractor. 

• 	 2 CHs did not take advantage of the vendor's early payment 
discounts. 

In addition. we surveyed 47 CAL-Card AOs and noted the following: 

• 	 11 percent (5 of 47) stated that the PRs are not approved before 
the purchases are made. 

• 	 89 percent (42 of 47) stated that the eHs ()b~n verbal approval 
before purchases are made~ however, follow-up documentation 
was not maintained to support that prior approval was given. 

• 	 49 percent (23 of47) stated that they required the CBs to maintain 
their copies ofthe SOA packages. 

• 	 9 percent (4 of 47) stated that they do .not review the SOA 
packages for complete supporting documentation. 

• 	 11 percent (5 of 47) stated that they do not review SOA packages 
for prohibited purchases. 

Lack of proper review and approval puts the Department at risk for 
loss of State. fimds from allowing purchases of \JIJ.authorizedfunproper 
goods and services. In addition, without proper review find approval, 
billing errors on the part of the vendor and/or applicable discounts 
could be missed. 
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Findingl
(Continued) 

Recommendation 

Division of 
Procurement and 
Contraett

• Response 

Firtdirtgl
Statement or 
Account Packages 
Not Retained 

The C.AL-Card Handbook states: 

• 	 ADs must ensure that all CAL Card purchases are in accordance 
with State and Department procurement and contract policies and 
procedures (Section 1.2.4, changed to Section 2.7 in 
the September 2007 revision). 

• 	 Prohibited use of the card includes payment of membership dues, 
split orders, third-party SUppliers. prepayment of goods and 
services, prepaid training or registrations (Chapter 2, changed to 
Chapter 5 in the September 2007 revision). 

• 	 The Streets and Highways Code, Section 136-136.5 allows for 
highW3Y equipment to be rented for $2,500 or less without formal 
competitive bidding (Section 3.3.4, changed to Section 4.1 in the 
September 2007 revision). 

We recommend that DPAC remind the AOs of their roles and 
responsibilities, and take a more active role in suspending or canceling 
all CAL-Card holders that violate State and Department procurement 
policies and procedures. 

The Division Chief of DPAC concurred with this finding. DPAC 
established a departmental task force to make recommendations on 
how to involve districts and divisions in training and enforcement 
processes. For the complete response~ please refer to the Attachment. 

Districts and divisions are not retaining their CHs' SOA packages as 
required. We selected. 158 CHs' SOA packages for the five fiscal year 
period of2000 - 200s. for review. Our review noted the following: 

• 	 AOs could not locate32 percent (51 of lSI) ofthe CRs' files. 
• 	 SOA packages and/or supporting documents were missing from 

46 percent (72 of 158) ofthe CRs' fil~. 

In addition, our survey of47 ADs revealed that: 

• 	 66 percent (31 of 47) were not aware that a copy of each CH's 
SOA packages and supporting documents should be retained in a 
central file at the dis.trictldivision for five years. 

• 	 49 percent (23 of 47) stated that they assigned their responsibility 
of retaining SOA packages to the CHs. However, the ADs did not 
obtain possession ofthe CRs' file packages when the CHs left the 
district/division/program. 
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Finding2
(Continued) 

~ommendati()n 

DiYisionor 
Procurement and 
Connet'. Respoue 

Fincling3
WeaJmesses over 
CAL-Card 
Approviag Official 
Status 

Furthennore, 5 of the 7 District Deputy Directors and Division Chiefs 
surveyed were not aware that SOA packages and supporting 
documentation should be retained in a central file at the 
district/division for 5 years. 

By not retaining copies of all their CHs' SOA packages over the last 
five years, the Department cannot support that public ftmds were used 
according to State and Department CAL-Card policies and procedures. 

The CAL-Card Thmdbook, Section 1.7. (changeq to Section 3.11 in the 
September 2007 revision) requires records of all CAIrCard 
transactions to be centrally and securely maintained in the purchasing 
divis~onldistrict for five fiscal years including the current fiscal year. 

We recommend that DPAC issue a memo reminding all Deputy 
Directors, District Directors, and Division Chiefs of the CAL-Card 
record retention policy. 

The Division Chief of DPAC eoncurred with this finding. The task 
force plans to recommend changes to the CAL-Card Thmdbook and 
training programs. For the complete response. please refer to the 
Attachment. 

CAL-card AO statUs is not always terminated when individuals are no 
longer assigned the AO role. We noted that 27 percent (17 of 64) of 
the AOs we surveyed were no longer active AOs and documents were 
not submitted to have their accounts removed from the Purchase Card 
AccoWlting and Requisition System (PeARS), the CAL-Card 
database. 

Untimely removal of AOs puts the Department at risk of an AO 
accessing PCARS and approving purchases without Department 
authorization. 

Good business practice dictates the removal of access to sensitive data 
by unauthorized users as soon as possible. 

Supervisors of AOs are not properly notifying DPAC to remove AOs 
who no longer need access to PCARS. 
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Recommendation 

Division of 
Proeure~ent aad 
Contrad'. Response 

Finding 4
Weakness over 
Mandatory 
CAL-Card Training 

Recommendation 

Division of 
Proeurement and 
Contract', Respo~se 

We recommend that DPAC: 

• Remind all Deputy Directors, District Directors, and Division 
Chiefs about the importance ofnotifying DPAC when one of their 
AOs no longer requires aecess to PCARS. 

• Consider developing a process that would help determine if the 
list ofAOs and CMs in PeARS is correct 

The Division Chief of DPAC concurred with this finding. The task 
force will be making recommendations for an annual review and 
certificati()n of AOs and ells by districts and divisions. For the 
complete response, please refer to the Attachment. 

The mandatory CAL-Card training is not always being CQIDpleted. We 
found that 23 percent (11 of47) ofthe AOs surveyed have not attended 
a training course within the last three years. Furtbennore, two of these 
AOs have never attended a CAL-Card training session even though 
one AO's application was approved as recent as May 2005. 

The Department and/or the State is continuously improving its 
purchasing procedures and policies. AO lack of training incre8$tS the 
risk of improper CAJ.....Card transactions through lack afknowledge. 

The July 1,2004, addition to the CAL-Card procedures (now included 
in Section 1.13 of the September 2007 CAL-Card Handbook) state 
that, all CAL-Card applicants must complete CAL-Card training prior 
to becornil'lg eithera CH or an AO, and every three years thereafter. 

Since AOs are supervisors and managers. some believed that they do 
not need the training because they know what is required when 
completing PRs and what supporting documents are needed. Other 
AOs have passed the responsibilities of CAL-Card compliance to the 
CHs because the CHs are the ones who are preparing the 
documentation and making the purchase. 

We recommend that DPAC enforce the CAL-Card Handbook, 
Section 1.13 Training, for those who have not attended a trainfng 
course within the required three years by terminating their accounts. 

The Division Chief of DPAC concurred with this finding. On 
Octobe,r 2007 and April 2008, DPAC issued a memo notifying all 
Deputy Directors, District Directors, a.nd Divisi<m Chiefs of the 
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FiDdinl5
ConOid ofInterest 
Statement Forms Are 
Not Completed and 
Retained 

Recommendation 

training policy. For the complete response" please refer to the 
Attaehment. 

Signed Conflict of Interest Statement forms were not consistently 
completed and retained in a central file for the AOS selected for 
testing. 'We were unable to locate the Conflict of Interest Statement 
forms for 60 percent (18 of 30) of the AOs sampled. In addition, only 
one ofnine divisions sampled within the three districts has the signed 
forms retained in a central file. 

WIthout signed forms, the Department (mlOOt be &$Sured the 
CAL-Card AOs are free from incompatible activities and conflict of 
interest. 

The CAL-Card Handbook, Section 1.3, (changed to Section 1.17 in the 
September 2007, revision) states that all employees involved in 
purchasing or CAL-Card activities must certify that they have received, 
read, understand and will abide by all provisions of the following 
documents: 

• 	 Deputy Directive DO-09, Incompatible Activities and Conflict of 
Inte:rest. 

• 	 California Public Contract Code, Article 8, Sections 10410 and 
10411. 

• 	 California Government Code Section 19990. 

In addition, the CAIrCard Handboo~ Section 13 (changed to 
Sectifln 1.17 in the September 2007 revision) requires that signed 
certification forms be kept on file at the district or division for review 
by Department of General Services or intemal audit personnel. The 
CODfirmations must be kept for five years following the most recent 
purchase made by the CH. 

Districtldivision management did not know that the Conflict ofInterest 
Statement forms were to be retained by the district or division in a 
central file and some did not know the form even existed or that it is 
required to be signed by AOs and the CBs. 

We recommend that DPAC issue a memo to Deputy Directors, District 
Directors, and Division Chiefs to reinforce the requirement for signing 
and retaining the CAL-Card Conflict ofInterest Statement 
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Divi.\!ioDOf 
Procurement and 
COBtract'. 
Response 

AlIditTeam 

The Division Chief of DPAC concurred with this finding and had 
replaced the fonn ADM 0009 with Confliet of Interest Statement, 
form ADM 3043. Additionally. the task force is working on 
recommendations to ensure the Conflict of Interest forms are retained 
for all persons participating in the CAL-Card progtam. For the 
complete response) please refer to the attachment, 

Ken Craig, Chief, Internal Audits 
Mary Ann Campbell-Smith, Audit Supervisor 
Kevin Yee, Audit Supervisor 
Randy Braun, Auditor 
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DMSION OF PROCUREMENT AND CONTRACf'S 
RESPONSE TO THE DRAFT REPORT 
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Mem01"aD d 1I1D 

To: 	 OBRAlJ) A.LONG DItt« May 9,2008 
DepDty Direc£or 
AudialDd Iawsdption 

Original Signed By 

.....: 	 JAN 5MBLSBIl~ 
Chief 

Division ofProoDt...ac:ntind CoDIracts 


. 'J'Iumk)lOU t>r the opportudity to proWSe. response to the draft audit rtpOIt dated Mardl2008. 
The CAL-CII'd Propm is higbJyvalued bytbe DepP1ment and offeri III etrccdvc way to 
ItrCambe ICQldsitiOllS. JaMlrch 2008, DPAC astablithcd.. ~ IIBk 1brce to 
deteJmine itIdequa10 and effective measara ..in plaoo ID4 tID RCOtJU»end pcocess 
improvements. We IDticipate the laUi·s fiDdinp mel nx:ommendations will be isSued in" 
May. 	 . 

DPJNC'I-WIAIQfI$S'IS OVER DATDfBNT OJ' AQ:'»OO rACISAGIS 

Btnm_ddtJl: DPAC remind the ApproviD.I OBicUlJ{AOs) of"'ft)1cs and 
responsibilities, aDd take. more active mlc in1DIpCDdin8 CB' caDCC1ins an CAL-CIrdholders thar 
Violate State IIld Departmentprocurement policies aa4procedures. 

Jlesponse: Tbc CAI.-Cerd Teem pl_ to mate recommendations on how to iavolvc DiItricts 
lind DivisiODI in II'IiDinI aDd cnforocment procosses. 

J'lNDING 2 - U'ATI!MENT 01" Acgmrq PACKAGf§ J!QT RJ1'AINQ 

~1DJ"Q.Jiapi DPAC issue • memo rc:mindiDB all ~eI,DiJtrlct Directors, and 

Di'Yisioa QUe& ofdlc CAL-CIrd rc:tcntioa poIjoy. 


_55 1hcCAL-Card Tam pllDl to iCCOJDDlCnd c:baDges 10 the CAL-Card handbook IUd 
trainbla ~ and wm,empbasize theCAL0Car4 tettntion poUoy. 

mgllNG3· ~OVERCAL=GA!P APPROVING onlCw,s IIAm 

ir&!m1Jl'D"del: DPAC 1) ranind DcpL1tic:.s, DiI1rictD:irecto.rB, end DiviJion ouers of1he 
impoiWlcc ofDOti(yina DPAC ..hen ODe oftheir AOs DO JODICl'xequires access to PCAJ.S; and 
2) cxm&ider cIovdopia,s • proc:as that woukt bcJp dctennlne Irthe listofA081Dd CHI in PCARS 
iI QOIRIOt. 

http:DiI1rictD:irecto.rB


, . Gerald A Long 

May 9, 2008 

Page 2 


lesDOJ!.AA: TIle CAL-Car4 Teaniwill. be maJcin8 JeCOmmCndations for lJUlual review and 
aatltkatkIl of1..0 aDd CH by Districts and Divisiou to asu:re that the Jist ofA..0s IDd CHt in 
PCARS is CIOn'cat. 

. 	 . 
RsaolllD!!d!tln: OPAC fIItb.rce the CAL-CIrd Handbook Section 1.IS Trainin.8 for those 
who ~ aOt bcallK'emtiDJatninin, courae within tbc required dne yem by terminatill8 their 

'. ~~ 	 . 

JlnDo1lft= On 0cI0ber 26. 2007 and April 14, 2008, DPAC issued a JIIetnO DOtit;ins all 
Deputies, Di:ltDct Directots. end Division Chiefi oftbe training policy. Sinee Octobera 
sipificaat IIJJDb« of AOs and CHs have completed refresher training. DPAC.basDOtiticd 
mlnagcmaH that CHs ~AOJ bave vntil Jane 30, 2008 to complete training before ViC cancel 
1CC01m1$. 

IJNDINGS -CONFLJCI PFIN1'IBIIISTAUMMTJl'.QRMS AlE NOT 
~MJY1'IDANDU'WSD 

lfe!!mtmdd!nt: DPAC iBue. memo to DeputiCl, DiJbicts DireGtoJa. amd DiYilioD auers to 
Rinforcc dac yequiremcnt In' ligniDJ and RtainbJ& the CA.L-C.cl Conflict oflntercst Statanent 
(COl). 

l!D!O!I!e: In.Mard12008 the ADM 3043, CoIrf1i« oflDler. ~ Iq)laced the ADM 
00091Xld illKJW available aD CSPS. 1bc Acquisitions ~ _ CA.l,..Ctrd Handbook Wll1 
be updated ~ reflect til change. Addi1ioDllly the CAL-Card T~ it workinS on 
reeommc:ndaiioD to IDSUl'C COl formJ 11m letaincd. for aD periODS paniciplting ill the CAL-Card 
prosram. 

If,au. have any queatioaI orDeCd additioDa1 iafoaaatioa, please CODtect ltopr Westrup. Office 
ClUe( at (916) 227-4m. 

c: 	 R.opr Wcstn:Ip 

J.hoDda Valdry 


TOTAL P.002 
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